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Pre-purchasing phase, 
example 600 





[ Discover UPTF merchants 602 


( UPTD ^ 

I can find the following merchants: 

Sara's Restaurant 

Jeff Books 
, Movie Park 

v . ; 


1® 


1 | 

T 

Connect to a UPTF merchant 604 


I 

102 


/ 

Welcome to Sam's Restaurant ] 
Menu 

View vour OrrW 
Pav vour Rill 

V J 


(fife 

O 





Interaction with a UPTF merchant 606 



Figure 51 



Physical Goods 
Purchase I, example 6 1 0 



Sam's Restaurant 

Select which table you want to 
pay for 

12345678 



Sam's Restaurant 

Your bill for table 3 is $34.58 
When you are ready to pay, 
PRESS the PAY button on 
your device 



UPTD ^ 
If you want to pay $34.58 
to Sam's Restaurant 
on Mon, Sept. 1, 2003, 6:54 PM 
enter PIN and select Continue 

12 3 4 
Continue Cancel 



Purchase Order Acquisition 612 



REQuest614 



UPTD 

Select one of your accounts to 
authorize the payment 

AllFirst Visa 

Discover 

Bank of Amerira hanl^ nrr | 
Cancel 



AUTHorization616 



Figure 52 



Physical Goods Purchase I 
example, variation 620 




Sam's Restaurant 

Select which table you want to 
pay for 

1 2 3 4 5 6 7 8 



Sam's Restaurant 

Your bill for table 3 is $34.58 
^When you are ready to pay, 
PRS^S the PAY button on 
your devjce 




UPTD 

If you want to pay $34.58 
to Sam's Restaurant 
on Mon, Sept. 1, 2003, 6:54 PM 
enter PIN and select account 



\Next Page 



UPTD 
PIN -> 12 3 4 
Account -> 

AllFirst Visa 
Discover 

Bank of America bankcard 
Cancel 



Purchase Order 
Acquisition 622 




REQuest & 
AUTHorization 624 



OR 



UPTD 
PIN -> 12 3 4 
Account -> 



Bank of America bankcard 
^Continue Cancel 



Figure 53 



Physical Goods Purchase II, example 630 



KWIK-Mart 

Your total is $13.65 

When you are ready to pay, 
PRESS the PAY button on 
your device 



UPTD N 
If you want to pay $13.65 
to KWIK Mart 

on Mon, Sept. 8, 2003, 3:54 PM 
enter PIN and select Continue 

12 3 4 
Continue Cancel 



UPTD 

Select one of your accounts to 
authorize the payment 

AllFirst Visa 

Discover 

Bank of America hankcard 
Cancel 



Purchase Order Acquisition 632 



102 




REQuest 634 



AUTHorization 636 



Figure 54 



Service Purchase I, 
example 638 



f Park Movie Theater 

Movie MHHl 


J <9 


Star Wars 
How many? J Go 

ii§§ 


/ "N 

Park Movie Theater 

Your total is $12.00 
When you are ready to pay, 
PRESS the PAY button on 
\ your device 

V v 


11 




/ UPTD "N 
If you want to pay $12.00 
to Park Movie Theater 
on Mon, Sept. 1, 2003, 6:04 PM 
enter PIN and select Continue 
12 3 4 

\^ Continue Cancel J 


• I 




( UPTD X 

Select one of your accounts to 
authorize the payment 

AllFirst Visa 

Discover 

Bank of America bankcard 




\^ Cancel J 





Purchase Order Acquisition 640 



102 



REQuest 642 



AUTHorization 644 



Figure 55 



Service Purchase I - token 

verification and 
consumption, example 650 



Park Movie Theater 

Press the SUBMIT button on 
your UPTD to present your ticket 



102 



Token Consumption 652 



f Park Movie Theater N 

We have confirmed admission 
for 2 adults 
for Jaws 
at 7:00PM 

on Mon, Sept. 1, 2003 J 



Service Granted 654 



Figure 56 



Transaction 

Processing 

1116 



Transaction 

Channel 

1113 



API 1101 



AP View 1 
1110 



AP2 1102 



AP View 2 
1120 



Agreement 

Channel 

1103 



AVP 1106 



Agreement 

Verification 

1112 



Agreement 

Authentication 

1118 



View Gathering 
1108 



User and 
Device 
Database 
1114 



Figure 57 
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1240 




1210 



ijl$>ut 



put 



Intel mediate 



^xypted 



Figure 58 




Figure 59 



1400 



Received 
AP Viewi: 
1110 



1430 1432 1433 



Pseudorandom 
Number 
Generator 
434 
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j 1 1 i.t tt tt .* i.t i 



1438 



1436 



Hash 
Function 
1440 



Decrypts m 
Algorith n 
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RSM] » fl) > [KEY^ X) 



1428 



MDi 



1448 



1442 



Decrypted 
AP Viewi.' 

1410 



1412 



1416 



1420 



Decrypted 
AP View2! 

1460 



Digest 



145(6 
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mm 




m 








1422 













Digest 
Algorithm 

1446 



Received 
AP View2! 

1120 




Figure 60 



1500 



API 1502 

AP View 1 
1522 
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Local Agreement 


Channel 


1505 
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AP2 1504 



AP View 2 
1524 



Agreement 

Channel 

1503 



AVP 1506 



Agreement 

Verification 

1512 



Agreement 

Authentication 

1510 



User and 
Device 
Database 
1514 



Figure 61 



1600 




Figure 62 



1800 



Token 
1801 



TID DIDTSi 



Token 
Receipt 
1821 



TID pID 



TS2 



1822 1824 



DUIDi 


TKID; 

TTTTTTl 


:DlDa: 

S , , , , J< 


»; TokenCo( 


Data;: 

rr r- — - »-*>* 


1806 1808 1810 


_S— i.-S— i . i— S_ S__S_S_S_S _i_i_i._i_S_.S_i. 

1812 1814 



DUID2TKID|TSvlDIDi 



> > > > > » > 



TokenCodtData 



Figure 63 



